
Encrypting Email – using Microsoft Purview  
 

All A5 license users now have the ability to encrypt an email. Please follow the simple 
instructions below.  

Note: Any email message containing PII (personally Identifiable Information, MUST encrypt 
the message. Examples of PII include but are not limited to: addresses, Driver’s License 
number, Birth certificates, SSN, etc. 

 

Encrypting email to External user (non-HamptonU email) 

1. Compose a new email and attach any files or documents. In the body of the email, 
type the word “encrypt” in parenthesis.  

 
 

2. Once you send the message. The external users will receive the email with the 
HamptonU branded encryption page.  
.. 
 
 
 
 
 
 
 



a. Next click “Read Encrypted Message” to open the email, which will then prompt 
them to sign in, they will select “Sign in with a One-Time passcode”. 

 
b. They will next see a screen prompting them to retrieve the one-time passcode from 

the address they received the message to.  

 
c. They will then receive an email from Microsoft Office 365 Message 

Encryption<MicrosoftOffice365@messaging.microsoft.com> with the one-time 
passcode.  
 
 
 
 
 
 
 
 
 
 



d. Next, they will enter that code in the previous window and select “continue” to read 
the email.  

 
3. They are now able to read the message and retrieve the attached documents.  

 
 
 
 
 
 
 
 
 
 
 
 

4. The external recipient is also able to reply within the encrypted message and attach 
documents. Replying within the encrypted message will also send the information 
encrypted. 

 

 

 

 

 

 

 

 



a. The external recipient can attach documents and respond to the message. (they do 
not have to enter (encrypt) in their response)  

 
 

b. The message from the external recipients response will then come to your email 
encrypted.  

 

 

 

 

Encrypting Email to internal user (HamptonU email)  

1. Compose a new email and attach any files or documents. In the body of the email, 
type the word “encrypt” in parenthesis.  
 
 
 
 
 
 



2. You will then receive the email directly to your inbox encrypted with no additional 
steps.  

 
 

3. When responding to internal encrypted emails, if the response email contains 
sensitive information and needs to be encrypted. You WILL NOT need to enter the 
(encrypt) in the body of the email if you are responding directly to the encrypted 
message.  


