Encrypting Email — using Microsoft Purview

AlL A5 license users now have the ability to encrypt an email. Please follow the simple
instructions below.

Note: Any email message containing Pll (personally Identifiable Information, MUST encrypt
the message. Examples of Pll include but are not limited to: addresses, Driver’s License
number, Birth certificates, SSN, etc.

Encrypting email to External user (hon-HamptonU email)

1. Compose a new email and attach any files or documents. In the body of the email,
type the word “encrypt” in parenthesis.

Doutlook.com:

] Requested Doc.doox

Sending you the documents you requested.

Respecifully,

Tpls Dol -

2. Onceyou send the message. The external users will receive the email with the
HamptonU branded encryption page.

-
MHAMPTON

POWELL, TYLER (TYLER.POWELL@hamptonu.edu) has sent you an
ed message

Read Encrypted Message

This email and its attachment be confidential an ended solely
for the use of the i to whom it is




a. Next click “Read Encrypted Message” to open the email, which will then prompt
them to sign in, they will select “Sign in with a One-Time passcode”.

TYLER.POWELL@hamptonu.edu has sent you a protected message
]

Sign in to view the message
N
|

Sign in with a work or school account

Sign in with a One-time passcode

Need Help?

Privacy Statement
b. They will next see a screen prompting them to retrieve the one-time passcode from

the address they received the message to.
We sent a one-time passcode to @outlook.com.

Please check your email, enter the one-time passcode and click continue. The one-time passcode will expire in 15 minutes.

One-time passcode @ |

D This is a private computer. Keep me signed in for 12 hours.

() Continue

Didn't receive the cne-time passcode? Check your spam folder or get another one-time passcode.

c. Theywill then receive an email from Microsoft Office 365 Message
Encryption<MicrosoftOffice365@messaging.microsoft.com> with the one-time

passcode.

ffice362@messaging.microsoft.com>

M
To: You

.
MyAMPTON

Here is your one-time passcode

28003065

To view your message, enter the code in the web page where you requested
it

NOTE: This one-time passcode expires 15 minutes after it was requested.




d. Next, they will enter that code in the previous window and select “continue” to read
the email.

We sent a one-time passcode to @outlook.com.

Please check your email, enter the one-time passcode and click continue. The one-time passcode will expire in 15 minutes.

One-time passcode | --sseee @ |

D This is a private computer. Keep me signed in for 12 hours.

@ Continue

Didn't receive the one-time passcode? Check your spam folder or get another one-time passcode.

3. They are now able to read the message and retrieve the attached documents.

Test 52 Reply All | ~

° POWELL, TYLER <TYLER POWELL@hamptonu.edu>
4/ 6:32 PM

To: @outlook.com ¥

@ Encrypt: This message is encrypted. Recipients can't remove encryption.

@ Requested Doc.docx | v

Sending you the documents you requested.

{encrypt)

IT Security Manager

HAMPTON

u NP vERSTT Y]

DIVISION OF INFORMATION TECHNOLOGY

130 William R. Harvey Way, 5th Floor Harvey Library, Hampton, Virginia 23668-0099
(757) 727-5268 Phone | tyler.powell@hamptonu.edu

http://www.hamptonu.edu | “THE Standard of Excellence”

4. The externalrecipientis also able to reply within the encrypted message and attach
documents. Replying within the encrypted message will also send the information
encrypted.

° POWELL, TYLER <TYLER.POWELL@hamptonu.edu>
4 M

To: @outlook.com ¥

@ Encrypt: This message is encrypted. Recipients can't remove encryption.

@3 Requested Docdocx | v

Sending you the documents you requested.

{encrypt)

IT Security Manager

HAMPTON
UN LV E RS ITY
DIVISION OF INFORMATION TECHNOLOGY

130 William R. Harvey Way, 5th Floor Harvey Library, Hampton, Virginia 23668-0099
(757) 727-5268 Phone | tylerpowell@hamptonu.edu

http://www.hamptonu.edu | “THE Standard of Excellence”



a. The external recipient can attach documents and respond to the message. (they do
not have to enter (encrypt) in their response)

B> Send [J Attach X Discard [N P

© Encrypt: This message is encrypted. Recipients can't remove encryption.
© @ x (@) POWELL TYLER  x

Cc
RE: Test

19 Requested Doc.docx |

Thank you. Here is some additional information you may need.

b. The message from the external recipients response will then come to your email
encrypted.

Tox

|f| This message is enarypted.

n F!_ecl;ue::ted Doc.doot

Thank you. Here is some additional information you may need.

Encrypting Email to internal user (HamptonU email)

1. Compose a new email and attach any files or documents. In the body of the email,
type the word “encrypt” in parenthesis.

Respectiully,



2. You willthen receive the email directly to your inbox encrypted with no additional

steps.
POWELL, TYLER © €\ Reply % Replyall (> Forward &
To: O TYLER POWELL CLD Tue 4/14/2026 9:44 AM
ﬁ This message is encrypted. What's encryption?

5 Requested Doc.docx
O oo

Sending you the following information. See attached.

(encrypt)

Respectfully,

3. Whenresponding to internal encrypted emails, if the response email contains
sensitive information and needs to be encrypted. You WILL NOT need to enter the

(encrypt) in the body of the email if you are responding directly to the encrypted
message.




